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Commentary on the Electronic Court
Filing Functional and Process Standards

By Roger Winters

The author reviews and analyzes the national func-
tional and process standards for electronic filing sys-
tems in the courts. These standards are now making
their way through an approval process that will
declare the standards they describe appropriate for
courts in all of the states.
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by Roger Winters

Roger Winters is the Electronic Court Records Manager
for the King County Department of Judicial
Administration (the Superior Court Clerk) in Seattle. Mr.
Winters was involved early with, and has been a key
contributor in developing, electronic court filing techni-
cal and process standards for legal documents. He is
Editor for several technical committees in Legal XML, a
member section of OASIS (Organization for the
Advancement of Structured Information Standards),
including Court Filing, Transcripts, and Integrated
Justice. He has worked extensively with the groups that
have built functional standards for electronic filing at
state and national levels.

[Editor’s Note: The following is excevpted from a paper
prepaved for the “E-Court 20027 Conference in Las
Vegas, Nevada, December 9, 2002. That paper’s purpose
was to help o broadly vepresentative group of court offi-
cials and staff wnderstand the scope and significance of
both technical and process standards being developed for
electvonic filing in the courts. Without national stan-
dards, each conrt would develop its own e-filing technol-
agy and litigants wounld have to learn and master soft-
ware, proceduves, and formats for each convt. The bene-
fits of electvonic court vecords—improving processes and
information in the conrts—would be unvealized. A pre-
vious excerpt, published in the February issue of the e-
Filing Report, addressed technical standavds. This piece
veviews the functional and process standavds for elec-
tronic filing systems in the courts. |

(continued on page 3)



Commentary on the E-Filing Standards . . .

(continued from page 1)

The document titled Standards for Electvonic
Filing Processes (Technical and Business
Approaches)(“Standards document”), dated
November 27, 2002, contains the standards
addressed in this article. A copy is available on the
National Center for State Courts’ technology stan-
dards Web site at www.ncsconline.org/D_Tech/
Standards/Standards.htm.

The Standards have been widely reviewed and
have been the subject of at least two rounds of
public comment. They are, at this writing, making
their way through an approval process that will
declare the business and technical standards they
describe appropriate for courts in all states. It is not
a dry document; it is well written and is a good
education resource for those seeking to learn about
electronic filing in the courts.

The Standards document has three main sec-
tions: Policy Standavds, a Conceptual Model, and
Functional Standavds:

e A set of Policy Standards that include suggest-
ed rules and policies for courts to adopt in
order to best achieve the goals of electronic
filing processes.

e A general Conceptual Model of the electronic
filing process to better explain the interrelation-
ship of various entities and systems for success-
ful operation.

* Functional Standavrds that set forth the
requirements for automated applications to
achieve nationally interoperable electronic filing
systems in courts.

The items extracted from the Standards and dis-
cussed below are policy and functional standards
that T believe particularly worthy of attention.
When implementing an electronic filing system, it is
necessary that a court should review every standard
in detail, not just those addressed here.

The comments on the key Policy Standards
which follow are my own. The explanations and
discussions included in the Standards document
itself are well worth reading—I recommend them
enthusiastically:

The Policy Standards

11A  Official Court Record-The electronic document
will be the official court record. Paper records,
if maintained, will be considered a copy of the
official court record.

Commentary: In King County, we maintained
paper and electronic versions of the case files for
about a year and a half following implementation of
the Electronic Court Records (ECR) imaging and
electronic document management system. From the
beginning, we made it clear that the images would
be considered by the Clerk’s Office to be the offi-
cial “original” documents. Even if both a paper and
an imaged version of a document were available,
clerks were instructed to only make certified copies
from a printout from the images in ECR. After
experience showed a 74% reduction in use of hard
copy files in the first year, and once we had reached
agreement with our judges on practices we would
follow to preserve certain types of documents in
hard copy as well as images, we were able to change
our practices and eliminate retention of hard copy
for most documents. With important exceptions
that have been carefully defined (e.g., original wills,
very large documents, certain specific case types),
we retain hard copy for 30 days following imaging,
quality checking, and indexing into the ECR sys-
tem. After that time the hard copy is ready for
destruction, with the images from every document
retained and made readily accessible through ECR.

Maintaining dual systems was very, very diffi-
cult. Extensive overtime meant high stress for staff.
The time and savings to be gained by using imag-
ing were not forthcoming until paper retention
ended. The most important thing we did, in my
opinion, was to make it clear from the beginning
that the images in the clerk’s electronic document
management system were the official record.

11C  Technical Requirements—Courts will use
Internet browser, XML, web services, and
World Wide Web Consortium recommended
standards for electronic filing processes.

Commentary: These are the most important
fundamental technical requirements. Using brows-
er-based systems avoids or minimizes the need to
install special software on user computers, avoiding
a major expense and disincentive to use electronic
filing. The World Wide Web Consortium (W3C)
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has become well established as the premiere world
entity for articulating standards for Web technolo-
gy. Adopting something proprietary that does not
follow this policy would make your system “an
island of technology.”

1.1G  Identity of the Sender~Courts will authenticate
the identity of persons interacting with its
electronic filing system.

Commentary: This policy is well founded in
that it secks to ensure that authorized, legitimate
persons use electronic filing systems to do what
they are intended for. Some have questioned how
authentication of identity would work. These
Standards do not answer questions of “how.”
Exposure to the outside world by opening the door
to electronic filing and other interactions can be a
dangerous undertaking. Many security issues must
be addressed and security will remain an ongoing
issue. Courts may question what “authentication”
means, noting they do not check ID when filers
present hard copy documents.

There is a general principle that new technology
should not be subject to higher standards than tra-
ditional technology. This leads to some resistance to
ideas that might give a court or clerk new duties
just because document filing becomes electronic.
These are serious questions. They should, I believe,
be answered in terms of practical necessities. They
should not be answered based on fears or uncer-
tainties some may have in confronting new technol-
ogy. It remains to be seen what the practical
answers on authentication of persons will be.

LIH  “Integrity of Transmitted and Filed Documents
and Data”—Courts will maintain the integrity of
transmitted documents and data, and docu-
ments and data contained in official court files,
by complying with current Federal Information
Processing Standard 180.1 or its successor.

Commentary: Comments on this policy raised
concern over the seeming requirement to verify
every incoming filing to prove that it arrived at the
court’s system without any changes having been
made since leaving the author’s hands. The federal
standard would require that a software process be
run on each document to show no electronic differ-
ences between what was sent and what was
received. Is this an instance of a new duty, since
clerks don’t now review incoming filings against
what left the law firm’s-office? Is it a higher stan-
dard based on distrust of electronic messaging tech-

nology? Is this a reasonable, simple, and prudent
step? The committee response was that this is a
readily accessible, inexpensive component that elec-
tronic filing systems should include. These ques-
tions will be addressed by each court when imple-
menting this policy standard.

LIK  Court Control over Court Documents—Whenever
a court’s electronic documents reside on hard-
ware owned or operated by an entity other
than the court, the court will ensure by contract
or other agreement that ownership of the docu-
ments remains with the court or clerk of court.
All inquiries for court documents and informa-
tion will be made against the current, complete,
accurate court record.

Commentary: There is a risk that some courts
will fail to take proper care to maintain the control
called for here. Some vendors provide very low-cost
(to the court) systems for ¢lectronic document stor-
age and retrieval, retain the documents on their
own servers, and maintain control over access to
them. While the court might pay little for such a
system and might be given relatively unfettered
access to the records, the vendor may collect fees
for allowing access to records from lawyers and the
public. Our belief in the importance of this princi-
ple led King County to develop ECR with in-house
retention of the images on disks in systems owned
and operated by the Clerk. The issues of fees are
reviewed in other standards. The question of con-
trol over records is a fundamental one that must, 1
believe, be resolved in accordance with this policy
standard.

1.2A  Service of Filings on Opposing Parties
(Text omitted).

Commentary: It is very important to have
strong incentives for lawyers, law firms, and other
litigants to use electronic filing systems and ser-
vices. This recommended rule urges courts to allow
litigants to serve opposing parties or counsel elec-
tronically. The way in which this rule recommenda-
tion was drafted, assigning the court a role in the
service process, raised issues with our court. It is
important that issues like this not get in the way of
the fundamentally important principle that litigants,
too, deserve to benefit from the electronic process-
es the courts create. If not supporting electronic
service, courts will reduce the incentive for most lit-
igants to participate.
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12C  When document is considered filed,
12D  Available hours for filing electronically, and
1.2E  Remedies when electronic filing fails.

Commentary: These court rule related issues
are often raised by people on first hearing about
electronic filing. There seem to be two schools of
thought over the availability and assignment of the
time of an official filing: One holds that current
rules should apply to electronic filing in the interest
of fairness to those without the technology to do it.
They would keep current deadlines, so an after-
hours filing would be counted as filed the next
court day. The other holds that a major incentive
for adopting electronic filing is the ability to file
whenever ready to do so, even in the middle of the
night. These issues will be debated and resolved in
each court—I predict—with a variety of results.
The issue of what the remedies will be when elec-
tronic filing fails is an important one, for people are
understandably nervous about the prospect of miss-
ing an important deadline because of a power out-
age or system failure. Together, these issues indicate
there will be an adjustment period as people
become used to filing electronically and learn the
lessons and problems from practical experience.
While it may be that general comfort will develop,
just as it has with ATMs and cell phones, it is
important to remain sensitive to the people who
voice these concerns (and those who see new possi-

bilities) as court rules and practices are determined.
!

1.3D  Maintaining Supplementary Scanning
Capability—Courts will ensure that all
documents in electronic cases are maintained
in electronic form. Consequently, in voluntary
electronic filing processes, courts will scan
paper documents and then file them
electronically.

Commentary: Most courts will likely see papers
filed from time to time indefinitely. Some people do
not have the technology or the ability to use it to
create word-processed documents or to file elec-
tronically. Even when courts provide kiosks and
other services for them to use, people may not be
able to do so for a variety of reasons. Litigants may
send paper filings by mail, from overseas, from
within prisons, or otherwise, simply because they
cannot do otherwise. It is important to balance the
eagerness with which we want to move everyone
forward into the fully-electronic court record and
document environment against our willingness to
accommodate everyone. There is no shame in not

being an adopter of new technology, no special
nobility in using it. There are some document types
that courts need to consider carefully regarding the
appropriateness of maintaining them as paper. What
do we do with original wills signed in traditional
ways? What about bonds and other negotiable
instruments? What about documents with historical
value? Important records management and preser-
vation issues remain, though electronic document
technology marches on.

1.3F  Eliminating Unnecessary Paper Processes—
Courts will eliminate paper processes that
are obsolete or redundant in an electronic
environment.

Commentary: This is a principle in which it
should be hard to find room to object. However,
there may be processes that some see as unnecessar-
ily paper-based but others do not. It is important,
when applying a principle like this, to recognize the
value-laden words like “unnecessary,” “obsolete,”
or “redundant,” and to seek concrete reasons and
criteria for maintaining or eliminating a practice on
which strong differences of opinion may exist.

1.3H  Archiving Electronic Documents—Courts will
maintain forward migration processes to
guarantee future access to electronic court
documents.

Commentary: Strategies for long-term preserva-
tion of electronic records, stability and reliability of
electronic storage media and systems, and policies
on “migration” are hot topics among records man-
agers and technologists dealing with electronic doc-
ument and information systems. The stakes are very
high when records must be retained long-term or
even permanently. Professionals in the records man-
agement and archives fields are ready to work out
solutions, where they initially took positions warn-
ing against using electronic systems for records.
The issues they raise are serious and the solutions
can be expensive. Sometimes a recommendation
like building a “hot-swappable completely opera-
tional mirror of your system that is in another city
that you can switch to on a moment’s notice” or
“maintain paper records along with the electronic
version” are simply too expensive to consider. The
challenge, however, must be faced, to maintain
electronic court records so they will be continuous-
ly accessible using contemporary, supported com-
puter technology. If one can’t do that, the records
will be, in effect, lost.
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Analysis of the Functional Standards

3.1 General Court Standards

Commentary: These mandatory standards are
to make sure everyone supports not just XML
based standards, but those approved through the
Conference of State Court Administrators,/National
Association for Court Management (COSCA /
NACM) approval process (described in the
Standards document). It is worth noting that it is
expected that part of the outcome of this process
will be a free-of-charge method for a would-be filer
to discover a court’s policies and practices relative
to electronic filing.

3.2 System Architecture

Commentary: While these mandatory standards
also call for compliance with the adopted
COSCA/NACM standards, they also call for sup-
port of mass filing capability and disaster recovery
and rollback functionality. Without mass filing capa-
bility, Electronic Filing Service Providers (EFSPs)
would not be able to participate in a court’s elec-
tronic filing program and their customers would be
forced to continue to file traditional paper docu-
ments.

3.3 Electronic Documents

Commentary: Every court will have to specify
how it handles dates and times for filings, the types
of electronic documents it accepts for filing, and a
way to accommodate non-clectronic documents.
The optional function of including such things as
transcripts, exhibits, and multimedia presentations
may cause some concern among those who believe
the case file should not be mixed with such objects;
on the other hand, it may help to inspire some to
try to design their electronic systems to accommo-
date all of the kinds of documents and other
sources of information that relate to the court’s
business.

34 Document Integrity

Commentary: It is clear that worries about the
integrity of electronic documents are widespread at
this point in the evolution of information technolo-
gy. Requiring the verification methods specified
here may strike some as excessive, driven by anxiety
more than by necessity. Others feel that such checks
against the failures of technology and the
unknowns of people’s capability to do mischief with
electronic records are essential, certainly at the
beginning and perhaps always.

3.5 System Security

Commentary: Some who specialize in network
and system security say that data is always at risk
due to the weaknesses inherent in Internet technol-
ogy and the ingenuity of those who want to invade
and undermine systems. In the court environment,
there is concern over the potential power new tech-
nology might provide for some who might choose
to exploit it to change records, halt proceedings, or
otherwise subvert the justice process. No court can
take security issues lightly. Funding for security pro-
cedures and practices may be a major ongoing part
of system expenses. Validation of identity and con-
trol over access privileges for users of electronic
records are substantial challenges that must be met
due to the extent of confidential, sealed, and secret
information handled in our courts.

3.6 Signatures and Authentication

Commentary: The functional standards here
require that the court have rules and practices that
define how authentication of users and signatures
are to be handled. It does not prescribe a particular
method or practice for signing digitaly. Some courts
are implementing expensive digital signature sys-
tems, others require users to register before using
their systems, and others allow a person’s user ID
and password to count for the signature. A frequent
question for those new to the subject of electronic
filing, how signatures are to be handled will contin-
uc to be a hot button question for many people.
Courts are well advised to weigh carefully the
advantages of complex digital signature methods
against their costs and the convenience of minimal
signature verification against the problems and fears
people have about them.

3.7 Case and Document Confidentiality

Commentary: In paper systems, courts rely on
practices and procedures they believe to protect the
confidentiality of information in records (e.g., seal-
ing documents into envelopes, locking them in
vaults, requiring picture ID before granting access).
The alternatives for electronic filing and document
systems have to be discovered, implemented, and
they must succeed. Otherwise, it will be hard for
the court or litigants to trust new technology with
this important function. Nevertheless, electronic
document technology brings the court powers it
has never had to exercise control over access to
such records and even to enhance it. For example, a
person’s privilege to view sealed records can be
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controlled at a higher degree of granularity in elec-

tronic systems, where very specific access rights can
be defined; compare this with paper systems where

one cither is allowed in the sealed file area or one is
not.

3.8 Acceptance and Rejection of Filings

Commentary: Another frequent source of ques-
tions about electronic filing is concern over the
conditions affecting a filing’s being accepted or
rejected by the filing system. The functional stan-
dards call for systems to present information in a
receipt of acknowledgement when a filing has been
accepted. The rules and procedures for rejection
need to be well explained to reassure new filers that
their risks due to the technology are not much dif-
terent than they are with paper.

3.9 User and Service Registration

Commentary: This standard calls for methods
to register and authorize users in the court’s sys-
tem. Some courts have extensive registration
requirements and procedures as part of their sys-
tems. Others have a more open policy, allowing for
self-registration without having to be reviewed by
the court before doing e-filings. Experience is likely
to reveal what practices are too loose, putting the
court system or records at risk. Experience may not
tell much about what practices constitute overkill,
except to indicate which are costly enough to war-
rant a second look.

3.10  Court Payments

Commentary: It is certainly intended that all
aspects of filing court documents should be sup-
ported in electronic filing systems, including accept-
ing payments. Sometimes the ability to do this is
constrained by factors not in the court’s control,
such as its ability to access credit card services or
other ways of managing payments. Courts should
continue to work on this issue until they have
found the way to provide a full-service electronic
filing program.

3.11  Submission of All Filings

Commentary: These provisions are to ensure
that filing processes work as smoothly as possible by
providing ways to check filings for completeness
and correctness as they are submitted. Filing sys-
tems should not be passive “in-boxes” into which
any electronic documents can be dropped.
Incoming filings should be checked electronically to

ensure they meet basic requirements, such as cor-
rect case and number, format, and otherwise. This
will minimize later rejections due to factors that
could easily be verified by automatic processes.

3.12  Case Opening Filings

Commentary: Many courts find it hard to sup-
port electronic filings that initiate cases because of
the special complexities involved: no case number is
yet assigned, extensive data to set up the case in the
court’s case management system has to be located
in the document, and other important procedures
may occur at this point (e.g., issuing a case sched-
ule or instructions about service or other court
rules). Solving those problems will be important to
the ongoing success of the system.

3.13  Subsequent Case Filings

Commentary: These standards are optional
because the technology is not mature enough to
expect every court to be able to support automated
docketing and other review of filings in existing
cases without human intervention. When it is possi-
ble to process routine filings with automation, how-
ever, courts will realize substantial savings from
eliminating unnecessary labor now used to key in
information that already has been typed into the
documents and from correcting mistakes due to
human error in such data entry work.

3,14  Service and Notice

Commentary: While it is clear that electronic
service and issuance of notices from the court and
clerk will constitute substantial time—and money—
saving steps for litigants and for the courts, it is not
clear how this will best be organized. The function-
al standards as drafted call on the court to provide
records about service requirements and to generate
service proof that courts may not provide now.
Nevertheless, each court needs to do all that it can
to ensure that service and notice can be achieved
electronically or face the prospect of having only
limited use of its electronic filing services.

3.15  Judicial Consideration of Drafts

Commentary: These optional standards relate
to incorporating functions into an electronic filing
system that allow judicial officers to receive and
process draft documents submitted electronically
for their use. While the idea of integrating such
functions with the clerk’s systems for maintaining
custody of the record may lead to some opposition,
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the desirability of providing for all document relat-
ed services within a court in an integrated applica-
tion is clear. These standards are optional because
there is no clear path toward providing these very
desirable services that will have high appeal for our
litigants and our judges.

3.16  Clerk Review

Commentary: These mandatory standards make
what might seem an obvious point, that it must be
possible for clerks, human beings, to review elec-
tronically filed documents before they are made
part of the case record. While the majority of docu-
ments may need no action beyond basic docketing
and indexing in the case file, the rest require some
process by a clerk or other person before the docu-
ment is filed away. Systems cannot ignore the
necessity of human review of electronic records as
needed.

317 Court Initiated Filings

Commentary: Sometimes we forget that elec-
tronic filing is not going to happen in one direction
only, from outside filer to the court. The court
itself is a filer of documents, as when notices are
issued by the clerk or orders by the judge.
Electronic filing services must be available to the
court and clerk, for they too are filers. Court initi-
ated filings are likely to be a special case. If they
exist only in electronic form, they may require sign-
ing with digital signature software or other tools if
the orders are to be acknowledged and obeyed out
in the world, on the street. The equivalent to certi-
fied copies of orders and other court case docu-
ments has not been invented yet.

3.18  Requests for and Responses to Requests for
Case Information

Commentary: Systems must be able to respond
to inquiries, from potential filers and the service
providers they use, to find out what they must
know in order to file. While a system might not be
able to deliver responses to every possible type of
request by automation, it needs to be able to
respond with information for the most basic
queries. Such queries are identified in these stan-
dards and in the Query and Response specification,
also published by the Legal XML Electronic Court
Filing Technical Committee.

3.19  Integration with Document Management
Systems

Commentary: Perhaps this point might have
gone without saying, but it is a fundamental princi-
ple that electronic filings need to be included in the
files, and this means they need to become part of
the electronic document management system that is
used for court files. Systems must be properly
designed to ensure that documents enter the docu-
ment management system appropriately and that
they are properly integrated with the filing and
retrieval system used there.

3.20  Integration with Case Management System

Commentary: Just as filings must be linked with
document management systems, they must be relat-
ed to the court’s case management system.
Documents are, in a sense, containers of data that
casc management systems will need to extract (by
human data entry or by XML automation) for
many purposes. This standard makes that point
explicit.

3.21  Judicial Information Sharing Among Courts,
Including Appellate Courts

Commentary: Often the method of sharing
records with other courts is cumbersome and
paper-intensive, requiring complicated certifications
and other practices. With electronic records, the
opportunity exists to smooth the way to share
records clectronically. These optional standards are
challenges to courts to take advantage of their
electronic records technology to build bridges for
routinely sharing access to support all judicial
processes.

322 Document Retention and Archiving

Commentary: These mandatory standards
should remind courts and clerks that they have
always had responsibility for observing specified
retention requirements and for archiving their
records properly. Electronic systems and media
bring new challenges and new capabilities to help
courts and clerks perform these duties. The height-
ened attention given to retention and archiving
issues due to the introduction of electronic systems
is a healthy reminder of an often-neglected area of
our business.

(continued on back cover)
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3.23  Related Technical Considerations important advice. No system will be “final,” for all

Commentary: These standards direct courts to will require continuous upgrades and changes as
use browser and Internet technology and comply our technology changes. This has been our experi-
with World Wide Web Consortium (W3C) stan- ence since we sat down at our first PCs; there is no
dards, and otherwise to stay in step with contempo- reason to expect the future to give us changes that
rary technological services and principles. This is are any less substantial or fast-moving. @
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