Section 16, Attachment A, Appendix 4

[bookmark: _GoBack]Maximum Potential Access to and Use of Protected Heath Information (PHI) by King County Behavioral Health and Recovery Division (BHRD) Staff Without Client Authorization or Consent*
	
	MENTAL HEALTH
	SUBSTANCE USE DISORDER (SUD)

	
	Paper
	Electronic**
	Paper
	Electronic**

	King County Behavioral Health and Recovery Division (BHRD) Executive Leadership Team
	Business Need
	Business Need
	Business Need
	Business Need

	Administrative Support Staff
	All
	Business Need
	All
	Business Need

	Confidential Secretaries
	None
	None
	None
	None

	Privacy Officer
	All
	All
	All
	All

	Emergency Services Patrol (ESP)
	None
	None
	ESP log
	ESP, Sobering

	Diversion and Re-entry Services (DRS)
	None
	All
	None
	All

	Substance Use Disorders Involuntary Treatment Services (SUDITS)
	None
	All
	SUDITS files
	Sobering, SUDITS

	Crisis and Commitment Services (CCS)
	CCS clinical and legal files
	Client Lookup System (CLS), Extended Client Lookup System (ECLS), Inpatient, and LOLA (CCS database)
	None
	None without client consent / authorization

	SUD Assessor at jail
	None
	All
	Own files
	None without client consent / authorization

	King County Information Technology (KCIT) Staff 
	Reports related to Information System (IS) support function
	All
	Reports related to IS support function
	All

	BHRD Contract Monitors
	BHRD clinical files (records related to audits, complaints and grievances, extraordinary treatment plans (ETPs), inpatient stays, Medicaid personal care (MPC), Forensic Integrated Reentry Support and Treatment (FIRST), 
Re-entering Offender Referral Service (RORS), Offender 
Re-entry Community Safety Program (ORCSP), 3B authorizations), invoice backup documents
	CLS, ECLS, and Inpatient
	Audit records
	CLS, ECLS, and Inpatient

	Vocational Specialist 
	Records needed to solve individual client housing problems
	ECLS
	None
	ECLS

	Managed Care Specialist
	All
	CLS and ECLS
	All
	CLS and ECLS

	Fiscal Staff
	Invoices
	ORCSP fiscal spreadsheet, CLS, ECLS, Inpatient, children residential and diversion beds fiscal spreadsheet, LOLA, MPC, Transition Utilization Plan, Medicaid eligibility data
	Invoices, lists of clients using vouchers
	CLS and ECLS

	Medical
Director
	BHRD clinical files, extraordinary occurrences (EOs)
	CLS, ECLS, EO, Hospital appeals, Inpatient, LOLA, 3B appeals, Medicaid eligibility data
	EOs, audit records
AC
	BHRD clinical files

	Clinical Specialist, Care Authorizers, and Care Managers
	BHRD clinical files, EOs
	ORCSP, Client services, Children's Long-term Inpatient Program (CLIP), CLS, ECLS, EO, Inpatient, 3B appeals, 3B case rate change, Medicaid eligibility data
	BHRD clinical files, EOs
	All

	Systems Performance Evaluation (SPE)
	None
	All
	None
	All

	Quality Review Team (QRT)
	None
	None
	None
	None

	Client Services Staff
	Chinook Building MH clinical files
	ORCSP, Client services, CLIP, CLS, ECLS, EO, Inpatient, MPC, Program for All-Inclusive Care of the Elderly (PACE), 3B appeals, 3B case rate change
	None
	EO

	Children’s Planner 
	Chinook Building mental health clinical files, EOs
	Client services, CLIP, CLS, ECLS, EO, Inpatient, 3B appeals, 3B case rate change
	None
	None

	Prevention Staff
	None
	None
	None
	None

	Grant/Project Coordinator
	None
	None
	None
	None



*Actual access and use is further restricted to PHI that each staff person requires for the performance of his/her assigned tasks as defined and approved by his/her supervisor

**Electronic information
	PHI from the BHRD IS (the behavioral health organization database)
		Client services (track client complaints)
	CLS (view and update options)
		ESP (log of persons transported by ESP van – view and update options)
		Sobering (persons served at the Sobering Center – view and update options
		ECLS
		Inpatient (view and update options)
		LOLA (used by Crisis and Commitment staff – view and update options)
	PHI on the Q Drive (clinical team)
	PHI on the Q Drive (fiscal team)
	PHI in the Extraordinary Occurrences (EO) database
	PHI from ProviderOne (WA State Health Care Authority (HCA) Medicaid Payment System)
	PHI from PRISM (WA State Data and Research Analysis Predictive Risk Intelligence System database)
	PHI from PreManage (Collective Medical Technology database – contains hospitalization and emergency department (ED) data
